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Pursuant to FINRA Rule 9311, Steven Robert Tomlinson (“Tomlinson’) appeals, and
FINRA’s Department of Enforcement (“Enforcement”) cross appeals, a March 21, 2013 Hearing
Panel decision. The Hearing Panel found that, in connection with Tomlinson’s move from one
member firm to another, he violated NASD Rule 2110 by misusing confidential customer
information. The Hearing Panel fined Tomlinson $10,000 and suspended him in all capacities
for 10 business days.

After an independent review of the record, we affirm the Hearing Panel’s findings. We
increase the 10 business-day suspension imposed by the Hearing Panel to a 90-day suspension in
all capacities. Finally, we affirm the Hearing Panel’s assessment of a $10,000 fine against
Tomlinson. We refrain, however, from imposing the fine because Tomlinson has demonstrated a

bona fide inability to pay it.



I. Background

Tomlinson entered the securities industry in 1981, when he associated with a FINRA
member {irm as a general securities representative. In 2001, a credit union hired Tomlinson to
serve as a financial advisor within its investment services group. Tomlinson became the group’s
manager in 2003. At the time of the alleged misconduct, the credit union was affiliated with
Raymond James Financial Services, Inc. (“Raymond James™), a FINRA member. Tomlinson
was dually employed by Raymond James and the credit union and was registered with FINRA
through Raymond James as a general securities representative, investment company
products/variable contracts limited representative, and general securities sales supervisor.
Tomlinson also served as a Raymond James branch manager. In late November 2008,
Tomlinson left Raymond James and the credit union and joined Wachovia Securities, LLC (now
Wells Fargo Advisors, LLC, and hereinafter “Wells Fargo™”). Tomlinson is currently registered
with Wells Fargo as a general securities representative and general securities sales supervisor.

1. Procedural History

On December 7, 2011, Enforcement filed a complaint alleging that Tomlinson misused
nonpublic, personal customer information, in violation of NASD Rule 2110." Specifically, the
complaint alleged that, on several occasions in November 2008, and just prior to terminating his
employment with Raymond James and the credit union, Tomlinson downloaded onto a flash
drive confidential information for more than 2,000 customer accounts. Enforcement alleged that
Tomlinson did so without authorization from Raymond James, the credit union, or any
customers. Enforcement asserted that this information was nonpublic personal information
under Regulation S-P privacy rules promulgated under Section 504 of the Gramm-Leach-Bliley
Act.? Enforcement further alleged that Tomlinson provided his flash drive to an administrative
assistant employed by Wells Fargo so that she could create mailing labels for announcements
that he had joined Wells Fargo. Enforcement thus claims that his actions compromised the
customers’ privacy, deprived Raymond James of the opportunity to prevent disclosure of the
information, and violated NASD Rule 2110.

Tomlinson answered the complaint and admitted that his flash drive contained customers’
confidential and nonpublic personal information. Tomlinson also admitted that he did not inform
his prior employers or customers that he possessed the confidential information. He denied,
however, that he transferred or disclosed confidential nonpublic information to a third party, and

: We apply the conduct rules that existed at the time of the conduct at issue.

2 The Gramm-Leach-Bliley Act, codified at 15 U.S.C. §§ 6801-6831, sets forth privacy
requirements for the use of “nonpublic personal information” by banks, securities industry
members, insurance companies, and other financial institutions. In June 2000, the SEC issued
Regulation S-P, Exchange Act Release No. 42974, 2000 SEC LEXIS 1338 (June 22, 2000).
Regulation S-P became mandatory on July 1, 2001. See 17 C.F.R. §§ 248.1-.30.
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he denied any wrongdoing. Afler conducting a two-day hearing, the Hearing Panel issued a
decision finding that Tomlinson violated NASD Rule 2110, as alleged in the complaint.

Tomlinson appealed the Hearing Panel’s findings and sanctions. Enforcement cross-
appealed the Hearing Panel’s sanctions.

HI. Facts

Tomlinson admitted or stipulated to most of the facts underlying the allegations in the
complaint. We briefly discuss the relevant facts below.

A. Tomlinson Meets with Wells Fargo

In mid-2008, Tomlinson began talking with an acquaintance at Wells Fargo about joining
the firm as a branch manager in its Painted Post, New York office. Tomlinson received a salary
from the credit union, but no commissions. Wells Fargo offered Tomlinson an opportunity to
receive commissions and greater total compensation. In October 2008, Tomlinson visited with
Wells Fargo in St. Louis for a recruiting meeting and decided to leave Raymond James and the
credit union and join Wells Fargo. Wells Fargo personnel explained to Tomlinson what
customer information he could and could not take from his existing firm when he joined Wells
Fargo.” Wells Fargo informed Tomlinson that he could not bring any client statements, customer
account numbers, social security numbers, or any other information other than “allowable
customer information” (which consisted of customer names, account titles, addresses, emails and

3 Raymond James’ compliance manual also provided Tomlinson with guidance concerning

customer information. The compliance manual stated:

Associates affiliated with Raymond James Financial Services . . . are responsible for
protecting information used in company business from unauthorized access unless
expressly approved for public disclosure or client use. Associates may not share
customer information with third parties unless specifically authorized by the client. . .. It
is not acceptable for associates . . . to email, or otherwise transmit, non-public or
personally identifiable information . . . to a third party for any reason other than a bona
fide business purpose with the client’s consent.

Tomlinson also executed a Financial Advisor Agreement with Raymond James and the
credit union. That agreement required Tomlinson, among other things, to “protect and keep
confidential all nonpublic personal information obtained from customers while conducting
business . . . [and Tomlinson] agrees not to disclose, either directly or indirectly, to any person
(e.g., individual, firm or business) any information obtained from clients of [Raymond James] or
customers of [the credit union.]” Tomlinson further acknowledged that any customer-related
information provided to him or that he became aware of during the term of the agreement was
proprietary information of Raymond James.
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phone numbers)." Wells Fargo provided Tomlinson with a flash drive for him to usc so that he
would download only allowable customer information.

B. Tomlinson Downloads Confidential Nonpublic Information and Gives it to Wells
Fargo Staff

Shortly before Thanksgiving 2008, Tomlinson, on several different occasions, admittedly
downloaded confidential, nonpublic information for more than 2,000 customers to his personal
flash drive and laptop.” Tomlinson downloaded, among other things, customers’ names,
addresses, account balances, social security numbers, dates of birth, and quarterly account
statements. Tomlinson testified that he downloaded the information so he could contact his
customers about his move to Wells Fargo and assist them if they moved their accounts to Wells
Fargo, although he admitted that he did not need most of the information he downloaded for the
limited purpose of contacting his customers to inform them of his move. Tomlinson downloaded
numerous files containing confidential, nonpublic information, and in certain instances he
obtained the confidential information by accessing web-based systems of companies through
which customers had invested. Approximately 200 of the customers whose information
Tomlinson downloaded were his customers; the remainder were customers of other financial
advisors at the credit union.® Tomlinson downloaded this information during business hours, and
also late in the evening, just days before he resigned from Raymond James and the credit union
on November 24, 2008.

When he resigned, Tomlinson returned to credit union personnel keys, a VPN token and
other items. Tomlinson’s cell phone that the credit union purchased for him was also “wiped
clean” of all information related to the credit union and returned to Tomlinson with only his
personal information on it. Tomlinson did not discuss his personal flash drive, laptop, or the
confidential nonpublic information contained on these devices.

4 At the time, Wells Fargo mistakenly believed that the Raymond James entity at issue

was, like itself, a signatory to the Protocol for Broker Recruiting. The Protocol for Broker
Recruiting is an agreement entered into by a number of broker-dealers providing that the
signatories will not sue one another for recruiting registered representatives if the departing
representative, after providing notice to the firm he is departing, takes limited customer
information (names, mailing addresses, telephone numbers, and account titles). Regardless, as
discussed below, Tomlinson did not comply with the Protocol and took information beyond what
the Protocol permits.

3 Tomlinson could not get the flash drive provided by Wells Fargo to work, so he used his

personal flash drive (which was neither encrypted nor password protected).

6 The credit union encouraged its employees to service customer accounts regardless of

how each customer was assigned to a particular financial advisor, and Tomlinson sometimes
reassigned customers, including his own, to other financial advisors depending on advisors’
workloads.
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Tomlinson left the credit union’s offices early in the evening on November 24 and met a
Wells Fargo administrative assistant, Lisa Dutcher (“Dutcher”), at the Wells Fargo Painted Post
branch office. Dutcher worked at another Wells Fargo office and had been specifically assigned
to help Tomlinson prepare announcements of his move. Tomlinson gave Dutcher his flash drive
but, because it was alrcady late and it had started to snow, Dutcher and Tomlinson agreed that
they would create the announcements the next day. Dutcher took the flash drive, placed it in her
purse, and spent the evening in a hotel. Tomlinson never informed Dutcher that the flash drive
contained confidential nonpublic information, was unencrypted, and was not password protected.
Moreover, Tomlinson did not give Dutcher any specific instructions concerning the confidential
information contained on the flash drive.

On November 25, 2008, Dutcher used Tomlinson’s flash drive at a computer at the front
reception desk (where a receptionist was working) in the Wells Fargo office. Tomlinson did not
supervise Dutcher’s work and was in his office at Wells Fargo for most of the time she worked
with the flash drive. Dutcher had difficulty accessing the information on Tomlinson’s flash drive
and called Wells Fargo IT personnel to assist her. IT personnel remotely accessed the computer
to assist Dutcher, and she eventually printed mailing labels from the flash drive. Tomlinson
reviewed the mailing labels, discarded some of them as duplicates or unlikely to be responsive to
his move, and Dutcher returned the flash drive to Tomlinson later that afternoon. Wells Fargo
sent announcements of Tomlinson’s employment to approximately 160 individuals.

C. The Credit Union Investigates Tomlinson’s Departure

After Tomlinson departed Raymond James and the credit union, the credit union’s chief
information officer began an investigation concerning whether Tomlinson violated his non-
compete agreement with the credit union after a customer had reported receiving a mailing from
him. In the course of that investigation, the chief information officer discovered that customer
information had been downloaded onto a flash drive. He also discovered a directory created by
Tomlinson that denoted a connection to Wells Fargo. On December 1, 2008, the credit union
delivered to Tomlinson a letter at his Wells Fargo office. The letter demanded that Tomlinson
return the flash drive containing the confidential customer information and destroy all other
versions of the information in his possession.

Tomlinson testified that he found the letter to be “scary” and panicked. Tomlinson
promptly deleted from the flash drive all the files he had downloaded except for a single file
containing data relating solely to his own customers. Tomlinson also deleted files from his
personal laptop, and he only stopped deleting files when he conferred with a Wells Fargo
attorney who advised him to stop.



IV. Discussion

NASD Rule 2110 requires “[a] member, in the conduct of his business, [to] observe high
standards of commercial honor and just and equitable principles of trade.”” “[T]he SEC has
consistently held that [FINRA’s] disciplinary authority is broad enough to encompass business-
related conduct that is inconsistent with just and equitable principles of trade, even if that activity
does not involve a security.” Vail v. SEC, 101 F.3d 37, 39 (5th Cir. 1996) (citations omitted).
Unethical conduct or conduct undertaken in bad faith violates NASD Rule 2110. See Dante J.
DiFrancesco, Exchange Act Release No. 66113, 2012 SEC LEXIS 54, at *17 (Jan. 6, 2012). “In
analyzing a securities professional’s conduct under [just and equitable principles of trade] rules,
we frequently have focused on whether the conduct implicates a generally recognized duty owed
to clients or the firm.” Id. at *19.

Downloading confidential, nonpublic customer information and providing that
information to a third party, without customer authorization, is a violation of NASD Rule 2110.
See DiFrancesco, 2012 SEC LEXIS 54, at *21-22 (holding that a registered representative
violated NASD Rule 2110 by downloading confidential customer information and transmitting
that information to his new firm); see also Thomas W. Heath, III, Exchange Act Release No.
59223, 2009 SEC LEXIS 14, at *10, 29 (Jan. 9, 2009) (finding that Heath’s disclosure to a third
party of confidential information concerning a corporate acquisition “violated one of the most
fundamental ethical standards in the securities industry” and that “[a]ny reasonably prudent
securities professional would recognize that the disclosure of confidential client information
violates the ethical norms of the industry” as set forth in NYSE’s rule governing just and
equitable principles of trade), aff’d, 586 F.3d 122 (2d Cir. 2009). The duty to maintain the
confidentiality of customer information “is grounded in fundamental fiduciary principles.” See
Heath, 2009 SEC LEXIS 14, at *4.

Regulation S-P, which governs broker-dealers’ treatment of “nonpublic personal
information” about consumers and customers, generally prohibits the disclosure of “nonpublic
personal information” about a consumer to a nonaffiliated third party unless a broker-dealer has
provided the consumer with proper notice and “a reasonable opportunity to opt out of the
disclosure.”® 17 C.F.R. § 248.10(a)(1). “Nonpublic personal information” includes, among

7 NASD Rule 2110 applies to associated persons of members pursuant to NASD Rule
0115(a).
8 Under Rule 30 of Regulation S-P, every broker-dealer must adopt written policies and

procedures that address administrative, technical, and physical safeguards for the protection of
customer records and information, which must insure the security and confidentiality of
customer records and information. 17 C.F.R. § 248.30. The regulation defines “consumer”
broadly to mean any individual who obtains a financial product or service from a broker-dealer,
among others, that is primarily for personal, family, or household use. 17 C.F.R. § 248.3(g). A
“customer” is a consumer who has a continuing relationship with a broker-dealer, among others,
in which the broker-dealer provides one or more financial products or services that are primarily
for personal, family, or household use. 17 C.F.R. § 248.3(j)-(k).
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other things, “personally identifiable financial information.” 17 C.F.R. § 248.3(t)(1).
“Personally identifiable financial information” includes: (1) information a consumer provides to
a broker-dealer to obtain a financial product; (2) information about a consumer resulting from
any transaction involving a financial product or service between a broker-dealer and a consumer;
or (3) information a broker-dealer otherwise obtains about a consumer in connection with
providing a financial product or service to that consumer. 17 C.F.R. § 248.3(u)(1). FINRA has
advised its members that, “[u]nder Regulation S-P, any information given by consumers or
customers to broker/dealers to obtain a product or service will generally be considered to be
nonpublic financial information.” NASD Notice to Members 00-66, 2000 NASD LEXIS 75, at
*8 (Sept. 2000); see also NASD Notice to Members 05-49 (July 2005) (reminding members of
their obligations to protect customer information under Regulation S-P).

We find that Tomlinson violated NASD Rule 2110 by, in this instance, taking and
disclosing to Wells Fargo customer information that constituted nonpublic personal information
under Regulation S-P. See DiFrancesco, 2012 SEC LEXIS 54, at *23 (holding that the privacy
requirements set forth in Regulation S-P support a finding that respondent violated his ethical
obligations under Rule 2110). First, Tomlinson’s conduct was business-related. /d. at *17 n.18
(holding that respondent’s actions in taking and downloading confidential nonpublic information
relating to customers at his former firm were business-related and “involved both his business
relationship with [his prior firm] and his commercial relationship with his customers”).

Second, it is undisputed that the customer information Tomlinson downloaded onto his
personal flash drive constituted “nonpublic personal information” under Regulation S-P.
Tomlinson downloaded, among other things, customers’ names, addresses, account balances,
social security numbers, dates of birth, and quarterly account statements. See id. at *26 (finding
that such information constitutes nonpublic personal information).

Third, we find that Tomlinson disclosed the downloaded nonpublic personal information
to Wells Fargo. Tomlinson gave Dutcher, a Wells Fargo employee, the flash drive containing
confidential information of more than 2,000 Raymond James and credit union customers. The
flash drive was neither encrypted nor password protected. Dutcher had access to all of the
information on the flash drive, and pulled information from the flash drive at the receptionist’s
desk at Wells Fargo’s Painted Post office.” Tomlinson admittedly did not supervise Dutcher

’ Enforcement asserts that the Hearing Panel credited the testimony of the credit union’s

chief information officer that a credit union file was found on a Wells Fargo computer in
Syracuse, New York. Enforcement argues that this credibility determination is entitled to
deference under well-established precedent. See, e.g., Geoffrey Ortiz, Exchange Act Release No.
58416, 2008 SEC LEXIS 2401, at *18 (Aug. 22, 2008) (holding that credibility determinations
can only be overcome by substantial evidence). Tomlinson argues that the evidence contradicts
Enforcement’s assertion that a credit union file was found on a Wells Fargo computer. We need
not resolve this issue because we find that Tomlinson violated NASD Rule 2110 regardless of
whether a credit union file was also discovered on a Wells Fargo computer. We note, however,
that the Hearing Panel did not make any express credibility findings concerning the chief
information officer’s testimony on this point.



-8-

while she worked with the flash drive. Dutcher further testified that Wells Fargo IT staff
accessed remotely the computer she was working on to download Tomlinson’s address labels.
Tomlinson did not obtain the consent of Raymond James, the credit union, or any of his
customers prior to disclosing their nonpublic personal information, and the record does not
demonstrate that customers were provided with the notice required under Regulation S-P prior to
Tomlinson’s disclosure of their information.

Tomlinson failed to comply with high standards of commercial honor and just and
equitable principles of trade, in violation of NASD Rule 2110. By downloading and disclosing
nonpublic confidential information of his customers and other Raymond James and credit union
customers, Tomlinson placed important and confidential customer information at risk and his
own interests before his customers’ privacy interests. See DiFrancesco, 2012 SEC LEXIS 54, at
*23 (finding that by downloading and disclosing nonpublic customer information to his new
firm, respondent acted in his own interest by favoring his personal interest in maintaining his
client base over customers’ interest in their confidential information). Tomlinson’s actions
compromised the privacy of his customers’ nonpublic personal information under Regulation S-
P and prevented Raymond James and the credit union from stopping his disclosures of nonpublic
personal information to Wells Fargo. Tomlinson also breached Raymond James’ policies and his
employment agreement with Raymond James and the credit union. See id. at *22-23 (finding
that respondent breached his duty of confidentiality, which was reflected in his firm’s code of
conduct).

Tomlinson argues that he did not disclose any nonpublic customer information to
Dutcher. He argues that Dutcher used the information on the flash drive solely to print out labels
to send “tombstone” announcements to his customers. Further, Tomlinson argues that unlike the
respondent in DiFrancesco, he did not email customer information to his new firm and was
acting within the scope of his authority as a Raymond James branch manager and credit union
supervisor.

We reject Tomlinson’s arguments. Regardless of precisely how Tomlinson transmitted
the confidential information to Dutcher, and whether she used information other than the names
and addresses of Tomlinson’s 200 customers, Tomlinson disclosed nonpublic customer
information and placed his customers’ confidential information at risk by granting Dutcher
unfettered access to all of the information on the flash drive. See John Joseph Plunkett,
Exchange Act Release No. 69766, 2013 SEC LEXIS 1699, at *32 (June 14, 2013) (focusing on
whether respondent provided a competitor with access to confidential customer records and
rejecting respondent’s argument that he did not violate NASD Rule 2110 because that
information was never used at the new firm). We also find that the Wells Fargo receptionist and
IT staff also had, at a minimum, access to all of the files contained on the flash drive, and reject
Tomlinson’s argument that a lack of demonstrable customer harm excuses his misconduct. See
DiFrancesco, 2012 SEC LEXIS 54, at *21 (holding that “the ethical prohibition on the
disclosure of confidential client information is not contingent upon future harm™). That
customers’ confidential and private information was not misused despite Tomlinson’s actions is
serendipitous and does not alter our finding that Tomlinson violated NASD Rule 2110.

Moreover, whether Tomlinson was authorized to download confidential customer
information while serving as a Raymond James branch manager and credit union supervisor is



-9.

not relevant to whether he breached his duties under NASD Rule 2110 when he downloaded
confidential customer information and then disclosed it to a non-affiliated third party upon
leaving Raymond James and the credit union. The fact that Tomlinson’s actions violated
Raymond James’ express policies and procedures, as well as the employment agreement
Tomlinson had entered into with Raymond James and the credit union, undermine his argument
that he was simply acting within the scope of his employment.'°

We further reject Tomlinson’s arguments that he did not violate FINRA’s rules because
he acted without intent or malice. Proof of intent or scienter is not necessary to show a violation
of NASD Rule 2110. Id. at *18. We also reject Tomlinson’s argument that, because no
customer or FINRA member firm complained about his conduct, he did not violate NASD Rule
2110. FINRA may bring a disciplinary action against a registered representative even in the
absence of a customer complaint or complaint from a member. See Maximo Justo Guevara, 54
S.E.C. 655, 664 (2000) (holding that FINRA’s “power to enforce its rules is independent of a
customer’s decision not to complain™), aff’d, 47 F. App’x 198 (3d Cir. 2000). Similarly, the
record does not support Tomlinson’s arguments that FINRA served as the credit union’s “tool of
retaliation” against him. See Dist. Bus. Conduct Comm. v. Guevara, Complaint No. C9A970018,
1999 NASD Discip. LEXIS 1, at *39 n.16 (NASD NAC Jan. 28, 1999) (holding that
“unsubstantiated assertions of bias are an insufficient basis to invalidate NASD proceedings”),
aff’d, 54 S.E.C. 655, aff’d, 47 F. App’x 198.

Finally, Tomlinson argues that the Hearing Panel improperly excluded from evidence a
Raymond James “Privacy Notice” dated July 2012, which provides in part that financial advisors
may change brokerage firms and nonpublic personal information collected by financial advisors
may be provided to the new firm. The notice further provides that customers may opt out of this
sharing of information by calling a toll-free number. The Hearing Panel excluded this document
because there was no evidence that this notice was in effect at the time of the misconduct in this
case. We agree that the record does not show that the July 2012 notice was in effect in 2008.
See FINRA Rule 9263 (providing that a Hearing Officer may exclude evidence that is irrelevant
or immaterial). Moreover, Tomlinson admitted that he did not notify anyone, including
customers, that he would be taking and disclosing their confidential information to a third party,
and nothing in the record demonstrates that, under Regulation S-P, Raymond James provided
information to the customers at issue concerning the firm’s privacy policies and practices or that
the customers opted out so that their nonpublic personal information could be disclosed to Wells
Fargo. See 17 C.F.R. § 248.10(a)(1) (providing that a broker-dealer may not disclose any
nonpublic personal information to a nonaffiliated third party unless certain information has been
provided to the customer and the customer has not opted out).

10 We also reject Tomlinson’s arguments that the record does not show when Tomlinson

downloaded the confidential customer information and that the Hearing Panel improperly relied
exclusively upon the testimony of the credit union’s chief information officer to establish these
facts. Tomlinson stipulated to these facts and testified about them unequivocally.
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V. Sanctions

The Hearing Panel fined Tomlinson $10,000 and suspended him from associating with
any member firm in any capacity for 10 business days. Tomlinson argues that these sanctions
are 100 harsh, a suspension of any length is the equivalent of “a pcrmanent suspension in today’s
environment,” and that he is unable to pay monetary sanctions. Enforcement argues, as it did
before the Hearing Panel, that a 90-day suspension and $10,000 fine are appropriate. For the
following reasons, we increase the 10 business-day suspension imposed by the Hearing Panel to
a 90-day suspension in all capacities. We affirm the $10,000 {fine imposed by the Hearing Panel.
In light of Tomlinson’s financial condition, however, we decline to impose both the fine and the
Hearing Panel’s order that he pay costs in the amount of $2,900.42.

A. Tomlinson’s Misconduct Warrants a Longer Suspension

As an initial matter, both parties point to DiFrancesco to support their respective
positions regarding sanctions. Enforcement argues that, based upon the sanctions assessed in
DiFrancesco (a $10,000 fine and 10 business-day suspension), Tomlinson should be sanctioned
more severely because of several additional aggravating factors not present in DiFrancesco.
Conversely, Tomlinson argues that the facts and circumstances of this case warrant lesser
sanctions than those imposed in DiFrancesco. “It is well recognized that the appropriate
sanction depends upon the facts and circumstances of each particular case and cannot be
determined precisely by comparison with actions taken in other proceedings or against other
individuals in the same proceeding.” Christopher J. Benz, 52 S.E.C. 1280, 1285 (1997), aff'd,
168 F.3d 478 (3d Cir. 1998). Regardless, as described below, we find that Tomlinson’s serious
misconduct warrants a longer suspension than the 10-business day suspension imposed by the
Hearing Panel. We find that a 90-day suspension and $10,000 fine are appropriately remedial
and will serve to deter others who might consider shirking their important obligations under
NASD Rule 2110 to safeguard confidential customer information.

The FINRA Sanction Guidelines (“Guidelines”) do not contain recommended sanctions
for the specific misconduct at issue. We therefore have considered the recommendations
included in the Guidelines’ Principal Considerations in Determining Sanctions and other relevant
factors in setting appropriately remedial sanctions.!"

Disclosing customers’ confidential nonpublic information “jeopardizes the foundation of
trust and confidence crucial to any professional advising relationship.” DiFrancesco, 2012 SEC
LEXIS 54, at *35. Even if we credit Tomlinson’s assertions that he did not intend to harm his
customers, he carelessly placed more than 2,000 customers’ confidential information at risk

" See FINRA Sanction Guidelines 6-7 (2013), http://www.finra.org/web/groups
/industry/@ip/@enf/@sg/documents/industry/p011038.pdf [hereinafter Guidelines].
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when he moved to Wells Fargo.'? Tomlinson should have known that he had an obligation to
maintain and safcguard customer information. Raymond James’s and Wells Fargo’s policies put
Tomlinson on notice of his obligations in this respect, and during his recruiting trip Wells Fargo
expressly informed Tomlinson what customer information he could, and could not, take.
Tomlinson, however, disregarded the policies and admonitions and used his own personal flash
drive to download confidential customer information, instead of the Wells Fargo-formatted flash
drive. Tomlinson’s actions violated those policies and he failed to uphold his obligations under
NASD Rule 2110.

Moreover, threats to the safety of customers’ confidential information have only
increased in the last 10 years. While all registered persons must safeguard confidential customer
information, we also consider that Tomlinson is a supervisor and should have known that he
could not disclose confidential customer information to a third party.'* See, e.g., Harry
Friedman, Exchange Act Release No. 64486, 2011 SEC LEXIS 1699, at *30 (May 13, 2011)
(finding respondent’s industry experience to be aggravating); Dep 't of Enforcement v. Cooper,
Complaint No. C04050014, 2007 NASD Discip. LEXIS 15, at *16 (NASD NAC May 7, 2007)
(finding that Cooper’s status as a principal was aggravating). Tomlinson’s actions also resulted
in his potential for monetary gain with resPect to the Raymond James customers who decided to
open an account with him at Wells Fargo."

We also find aggravating that Tomlinson’s misconduct occurred over a several-day
period, and that he downloaded some of the confidential customer information late at night prior
to leaving Raymond James and the credit union (which indicates that Tomlinson acted in a
surreptitious manner)."” Similarly, we find it aggravating that when he received the credit
union’s letter indicating that they had discovered his misconduct, he deleted most of the
information on his flash drive."®

12 A lack of customer harm is not mitigating. See Dep’t of Enforcement v. Golonka,

Complaint No. 2009017439601, 2013 FINRA Discip. LEXIS 5, at *31 (FINRA NAC Mar. 4,
2013) (citing cases).

13 In assessing sanctions, the Hearing Panel did not consider that Tomlinson should have

known, by virtue of his supervisory role, that taking and disclosing confidential customer
information when moving firms violates NASD Rule 2110.

1 The Guidelines instruct us to consider whether the respondent’s misconduct “resulted in

the potential for monetary or other gain.” Guidelines, at 7 (Principal Considerations in
Determining Sanctions, No. 17).

13 Id. at 6 (Principal Considerations in Determining Sanctions, No. 8) (instructing

adjudicators to consider whether the respondent engaged in numerous acts).

16 Id. at 6 (Principal Considerations in Determining Sanctions, No. 10) (instructing
adjudicators to consider whether the respondent attempted to conceal his misconduct).
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At the same time, we note that there is no evidence that Tomlinson intended to harm
customers or place their confidential information at risk, and Tomlinson now acknowledges the
potential harm that his mishandling of confidential customer information could have caused
customers with respect to the privacy of their nonpublic personal information.'” Given all of the
foregoing factors, we find that a $10,000 fine and a 90-day suspension in all capacities are
appropriately remedial. These sanctions reflect the importance of a registered representative’s
obligation to safeguard confidential customer information and Tomlinson’s careless breach of
that obligation. We decline, however, to impose the fine as described below. '

B. Tomlinson’s Inability to Pay

We have carefully considered Tomlinson’s assertion on appeal that he is unable to pay
any monetary sanctions imposed by FINRA.'® Tomlinson has the burden of demonstrating a
bona fide inability to pay. See Guidelines, at 5 (General Principles Applicable to All Sanction
Determinations, No. 8); Dep’t of Enforcement v. Cipriano, Complaint No. C07050029, 2007
NASD Discip. LEXIS 23, at *43-44 (NASD NAC July 26, 2007) (citing Toney L. Reed, 52
S.E.C. 944, 947 n.12 (1996)). A respondent must show that, in seeking to pay a fine, he is
unable to obtain the necessary funds by, among other things, raising capital or borrowing. See
Dep’t of Enforcement v. Merrimac Corp. Sec., Inc., Complaint No. 2007007151101, 2012
FINRA Discip. LEXIS 43, at *43-44 (FINRA NAC May 2, 2012); see also ACAP Fin., Inc.,
Exchange Act Release No. 70046, 2013 SEC LEXIS 2156, at *77 (July 26, 2013) (holding that
respondent failed to demonstrate an inability to pay where it had failed to demonstrate that it
could not obtain financing, employ other sources of funds, or agree to an installment plan).

17 Although the absence of customer harm is not mitigating, we note that the record does

not show that customer information was misused as a result of Tomlinson’s misconduct.

18 Tomlinson argues that a suspension of any length would essentially end his career

because Wells Fargo’s policy is to terminate any representative who has been suspended. Even
assuming the veracity of this claim, in determining appropriately remedial sanctions, we do not
consider as evidence of mitigation the possible impact a disciplinary action might have on a
respondent’s career. See DiFrancesco, 2010 FINRA Discip. LEXIS 37, at *22 n.17 (stating that
“we do not consider as evidence of mitigation the possible impact a disciplinary action might
have on a respondent’s career”). For similar reasons, we find that any actions taken by the credit
union against Tomlinson, and the possible detrimental effects of such actions on Tomlinson,
have no bearing on our imposition of sanctions. Cf. Dep’t of Enforcement v. Nouchi, Complaint
No. E102004083705, 2009 FINRA Discip. LEXIS 8, at *13 n.18 (FINRA NAC Aug. 7, 2009)
(holding that the sanctions FINRA imposes are independent of firm’s actions against an
employee).

19 Although Tomlinson expressly raised this argument for the first time on appeal, the NAC
subcommittee empaneled to hear this matter afforded Tomlinson the opportunity to supplement
the record with evidence of his financial condition. Tomlinson filed a notarized Statement of
Financial Condition, along with supporting documentation.
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Tomlinson has demonstrated a bona fide inability to pay. The record shows that since
2010 nearly all of Tomlinson’s monthly net income has serviced a loan to him from Wells Fargo,
and consequently, he does not have sufficient funds remaining to pay his family’s other living
expenses (which are signiﬁcant).20 The bank holding liens on Tomlinson’s real property (a
primary residence and a home that for years has been in his family) has initiated foreclosure
proceedings, and he is delinquent on numerous payments to other creditors. Tomlinson has also
borrowed against his retirement savings, and represents that he has listed his primary residence
and a boat for sale (which also appears to be encumbered). Simply put, Tomlinson does not earn
nearly enough monthly income to pay his expenses on a going basis, has not for some time, and
does not appear to have any realistic ability to borrow or otherwise raise additional funds. See
id.; Dep't of Mkt. Regulation v. Castle Sec. Corp., Complaint No. CMS030006, 2005 NASD
Discip. LEXIS 2, at *32 (NASD NAC Feb. 14, 2005) (“A respondent claiming inability to pay
must demonstrate insolvency.”); Black’s Law Dictionary 799 (9th ed. 2009) (defining insolvency
as “the condition of being unable to pay debts as they fall due or in the usual course of
business™).

Enforcement argues that Tomlinson’s reported assets, by virtue of his own calculations,
significantly exceed his reported liabilities. Enforcement, however, fails to account for the fact
that the large majority of Tomlinson’s net worth consists of equity in real property that is
currently in foreclosure.”! We would be remiss if we did not consider that realization of any
equity in these illiquid assets is no longer entirely in Tomlinson’s control. In these unusual
circumstances, a simple, mechanical calculation of net worth does not accurately and completely
reflect Tomlinson’s financial condition and ability to pay monetary sanctions. Cf, e.g., 11
U.S.C. § 101(32) (defining “insolvent” in federal bankruptcy matters as a financial condition
where the sum of a person’s debts, exclusive of property that may be exempt from the
bankruptcy estate, exceeds a person’s property at a fair valuation). While we acknowledge that
Tomlinson did not initially explain how he determined the value of his assets and did not provide
complete documentation for each of his numerous liabilities, we find that Tomlinson has shown
that he has a bona fide inability to pay the monetary sanctions we otherwise would impose upon
him. Thus, given these facts, we do not impose the fine, nor do we order that Tomlinson pay
costs.

20 Upon joining Wells Fargo, Tomlinson received funds from the firm pursuant to a

forgivable, eight-year loan. The terms of the loan required that Tomlinson reach certain
performance thresholds in order for the loan to be forgivable. Tomlinson asserts that he did not
reach those thresholds and has depleted his savings over the past few years to cover living
expenses. The record shows that since 2010, Tomlinson’s net income remaining after paying the
loan to Wells Fargo totals approximately $12,000.

2l Tomlinson states that if these properties are sold at auction, “the auction prices will more
than likely be closer to the mortgage balance owed.”
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VL Conclusion

We affirm the Hearing Panel’s finding that Tomlinson violated NASD Rule 2110 because
he misused confidential customer information when he downloaded and disclosed nonpublic
personal information to his new firm. For that misconduct, we suspend Tomlinson in all
capacities for 90 days. We also assess, but do not impose, a $10,000 fine upon Tomlinson.
Finally, we do not order that Tomlinson pay costs in this matter.

22

On Behalf of the National Adjudicatory Council,

Marcia E. Asquith
Senior Vice President and Corpotate Secretary

2 We also have considered and reject without discussion all other arguments advanced by

the parties.





